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Annex 1: NHSS ISPF Controls Mapping to CRF .34

1. Purpose

To present a revised NHSS Information Security Policy Framework guidance that incorporateslegal
compliance requirements for the Network and Information Systems (NIS) Regulations 2018! and the
information security elements of the General Data Protection Regulation (GDPR)2.

2. Rationale

NHS Scotland has had an Information Security Policy Framework, aligned to ISO 27001/2, since 201534,
The introduction of NIS and GDPR in May 2018 placed legal compliance requirementson health
boards, the National Cyber Security Centre and Information Commissioner’s Office (ICO) presented

guidance on the information and cyber security elements of these regulations as the Cyber Assessment
Framework (CAF)> for NIS and the Security Outcomes for GDPR?2.

To minimise the regulatory burden on health boards the Scottish Health Competent Authority (CA) has
incorporated these guidancesinto the 2018 NHSS Information Security Policy Framework (ISPF).

This single 2018 framework therefore integratesthe controls of 1S027001:2013, alongside the legal
compliance requirements of NIS:2018 and GDPR:2018 thereby obviatingthe need for health boards to
reference to all three standards. Although not a legal requirement, the 2018 ISPF controls additionally
address the features of the PublicSector Action Plan (PSAP) and Cyber Essentials (CE) to which health
boards needto comply with independentassurance verification of the CE critical controls.

3. Structure ofthe 2018 Framework

To lessenthe change impact on health boards, the overall structure of the 2015 ISPF, that was aligned
to ISO 27001, has beenretained.

Some controls have been augmented with additional requirements (as shown by the CAF and ICO
cross-references) while additional control categories have beenincorporated into the framework to
explicitly address NIS compliance (Table 3.1).

In addition, the narrative-based requirements of the 2015 ISPF and 1ISO27001 have been integrated
into the new control framework (Table 3.2). This approach providesa consistency of approach and
simplifies the operational deployment of the framework.

Finally, the guidance from the ICO regarding cyber risk aspects of GDPR has beenincluded with cross-
referencesintothe controls.

1 Statutory Instruments, 2018 No. 506, Electronic Communications. The Network and Information Systems Regulations 2018, April 2 018,
36pp. http://www.legislation.gov.uk/id/uksi/2018/506

2 GDPR Security Outcomes. https://www.ncsc.gov.uk/guidance/gdpr-security-outcomes#quicktabs-guidances_tabs1, May 2018.

3 NHSScotland Information Security Policy Framework, July 2015, 9pp.

4 NHSScotland Information Security Policy Framework: ANNEX NHSS Reference Control Objectives and Controls,July 2015, 24pp.

5 NIS Directive - Cyber Assessment Framework, https://www.ncsc.gov.uk/guidance/nis -directive-cyber-assessment-framework, April 2018.
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4. NIS Audit and Assurance

The Competent Authorityis required by Article 15 of the NIS regulations to conduct formal
assessments and audits of health boards to obtain compliance assurance.

The 2018 NHSS ISPF shall be adopted as the basis for these compliance assessments and audits.

TaBLE 3.1 New additional category controls in the 2018 Framework

Additional controls added to the 2018 ISPF

1) Governance

7) Organisation of information security: device
management

2) Risk Management

13) Asset Management: Information & data storage
& protection

TaBLE 3.2 Narrative aspects of the 2015 ISPFincorporated into the 2018 Framework controls

Narrative in 2015 ISPF

Incorporation into 2018 ISPF Controls

1) Leadership and commitment

1) Governance

2) Information Security Objectives

1) Governance

3) Information Security Policy

3) Information Security Policy

4) Information Security Management System (ISMS)

4) Information Security Management System (ISMS)

2) Risk Management

6) Information Security Risk Treatment

2) Risk Management

7) Performance evaluation

41) Compliance: information security reviews

8) Internal audit

41) Compliance: information security reviews

)
)
)
)
5) Information Risk Assessment
)
)
)
)

9) Management review and improvement

4) Information Security Management System

5. ISPF mapping to the Cyber Resilience Framework (CRF)

The Scottish Government Cyber Resilience Framework appliestoall publicbodiesin Scotland, including

health boards and Local Authorities. This will have the benefit of a uniform set of criteria for cyber
security across all publicbodies and for health will have the added benefit of better enabling the
integration of healthand care betweenthe NHS and Local Authoritiesina manner consistent with the

Digital Health and Care Strategy®.

As noted, NIS Audits and Reviews shall be performed usingthe ISPF controls, but to aid the
familiarisation and migration of health boards to the CRF, the findings shall be reported under the

categories of the CRF.

6 Scottish Government, Scotland’s Digital Health & Care Strategy, April 2018, 20pp.
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As a guide to the relationship betweenthe ISPF and CRF, Annex 1 shows a mapping of the ISPF controls

to the CRF categories.
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6. Controls

1) Governance

Objective

The Board and Chief Executive shall demonstrate | eadership and commitment with respect to information
security management by ensuring that the information security policy, security objectives and information
security management system (ISMS) are established, supported at Board-level and deliver legal compliance.

Sub-control (ISO 27001-CAF-ICORef. no.)

Detail

a) Leadership& commitment (1SO:5.1a)
(CAF: Ala)

Thereis effective organisational security management led
atboardlevel and articulated clearly in corresponding
policies.

The approach and policyrelating to the security of
networks andinformation systems supporting the delivery
of essential services are setand managed at board level.

Regular board discussions on the security of network and
informationsystems take place, based on timelyand
accurateinformationand informed by expert guidance.

The importance of effective information security
managementand of conforming to

the information security management system
requirements is communicated

b) Policy & Direction (ISO:5.1,5.2) (CAF:Alc)

The board shall establish an information security policy
and management system thatintegrates well into the
other functions, processes and risk assessments of the
organisation (e.g. Information Governance, eHealth and
estates/physical security and Human Resources).

c) Operationalperformance (ISO:5.1)

Directionissetatboardlevel andistranslated into
effective organisational practices that directand control
the security of the networks andinformationsystems.

The performance on theISMSis reported to the
managementboardatregular intervals to ensurethatthe
information security management system achievesits
intended outcomes.

The board promotes continual improvement.

d) Resources(1SO:5.1)

The board shall ensure that resources needed for the
effective operation of theISMS areavailableand are
supported by senior management.

e) Communication (ISO:5.1)

The board shall ensure thatall of theaboveis
communicated to staff, business partners and the wider
public to ensurethattrustand confidenceis maintained in
health andcareservices.

f) Roles & responsibilities (1SO:5.1) (CAF:
Alb)

The board shall:
¢ Appointa board-level individual who has overall
accountabilityfor the security of networks and
informationsystems and drives regular discussionat
board-level.

¢ Assigntheroleof senior information riskowner (SIRO) at
executivelevel
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¢ Be clear thattherolesininformationsecurity are part
of a professional specialist disciplineand careerhome
and nota generalist NHS administration role.

¢ Designate a permanentrole of BoardInformation
Security Officer/Manager that encompasses all
informationrisks (notjust ‘IT Security’) andis of
appropriategrade and standing.

¢ Assuretheappointed person(s)shallbe competentand
havethe necessary specialisttraining and experience.

¢ Provide on-going trainingandsupport for information
security personnel and for this to be documented.

¢ Ensurethatthe personnel areableto participatefullyin
nationaldevel communities (IGand ISO Fora) and
governance structures (e.g. Public Benefitand Privacy
Panel) and accreditation work (e.g. ScottishWide Area
Network and services used across Boards) sothat national
level information risks are addressed inan effective way.

2) Risk Management

Objective

informationsystems.

The organisation takes appropriate steps to i dentify, assess and understand security risks to the network and

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Riskmanagementprocess (CAF:A2.a)

Security risks to networks andinformationsystems
relevantto essential services areidentified, analysed,
prioritisedand managedthough a documented risk
management policyand processes. Risk owners are
identified.

b) Riskassessments (CAFA2.a)

Risk assessments shall be basedon a clearlyarticulated set
of threatassumptions, informed by an up-to-date
understanding of relevant security threats and the
vulnerabilities in the organisation’s networks and
informationsystems.

Risk assessments shall be conducted when significant
events potentially affectthe essential service, suchas
replacing a system, technical changes to networks and
informationsystems, change of useandnew threat
information.

The outputfromtheriskassessmentshall be a set of
security requirements that will address therisksin line
with the organisationalapproachto security and risk
appetite.

The effectiveness of the riskmanagement processis
reviewed periodically and improvements madeas
required.

c) Risktreatment(ISO:A.6.1.3)(CAF:Al.c)
(1CO:A2)

Appropriateinformation security risktreatment options
shall beidentifiedto address the informationrisk
assessmentresults. This shallinclude a determination of
all the controls necessary to treat the information security
risk treatment options.
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The risk treatment options shall be developed into an
informationsecurity risk treatment plancommunicated to
risk owners.

Produce a statement of applicability that contains the
necessary controls andjustification forinclusions,
exclusions and whether actuallyimplemented.

d) Communication (CAF A2.a)

3) Information Security Policy

Significant conclusions reachedin the course of therisk
management process are communicated to key security
decision-makers and accountableindividuals.

Objective

To provide management directionand support for information security objectives andservice protection in
accordance with the business requirements andrelevant laws and regulations.

Sub-control (ISO 27001-CAF-ICORef. no.)

Detail

a) Policies for information security (ISO:
A.5.1.1) (CAF:Bl.a)

The senior management shalldefineinformation security
objectives for the organisation.

Thesewill bedelivered by a set of practical, usableand
appropriate policies that shall be defined, approved by
management, published and communicated to employees
and other relevant parties.

These should include the overarching security governance
and risk management approach, technical security
practices and processes that mitigate therisk of service
disruption.

b) Review of the policies forinformation
security (1SO:A.5.1.2) (CAF:Bl.a, B1.b)

To bereviewed and evaluated at plannedintervals, or if
significant changes occur, to ensure their continuing
suitability, adequacyand effectiveness.

c) Policyintegration (1SO:4.1)(CAF:B1.b)

Security policies and processes areintegrated with other
organisational policies and processes, including personnel
security screening and assessments and the Digital Health
& CareStrategy 2018.
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4) Information Security Management
System

Objective

As anintegral aspect of organisational information security governance, the organisation shall establish,
implement, maintainand continuallyimprove an information security management system.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Scope(1SO:4.3)

Each board shall determine the boundaries and scope of
its ISMS and associated policy. Theboard ISMS and
associated policy should be defined to cover all the
operations of the health board, this shallinclude
interfaces and dependencies between activities performed
by the board and those thatare performed by other
organisations.

b) Planning(I1SO:6.1.1)

The board shall:
e Establish therisks that may preventthe ISMS from
being established, working as intended and being able to
achieve continual improvement.
e Consider how far the ISMS needs to work beyond the
currentinformation security function but requires
interaction with resource el sewhere (information
governance, records management etc.)

e Takeactionto address these risks at executive level.

c) Resources(1S0:5.1¢;7.1)

The board shall determine and provide the resources
needed for the establishmentand continual
improvement of the ISMS.

7.4)

d) Staff awarenessandcommunications (I1SO:

The Board shall putinplacethe meansto conductinternal
and external communications and awareness relevant to
its information security management system.

The outcomeshould be:

¢ The informationsecurity management policy and
associated security objectives should be freely available to
all employees, interested parties and the wider public.

* Board level policies and guidance should be available to
all staffandinterested parties digitally (e.g. via the
Intranet).

e Thereis a form of mandatoryinductionfor allnew
personnelinregardto board information security policy
andthatthisis followed.

e Thereis a process to enable information security

updates, adviceandother contentto beavailableina
timely manner.
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e) Documentation(1SO:7.5)

The board shall hold documented information relating to
the design and effective running of its ISMS.

¢ To beheld in theboard-approved corporate records
management system.

¢ Forinformation relating to the ISMS to be held as one
or morediscrete functions withina file plan/business
classification scheme and managed according to Board
records disposal andretention schedules.

* To beeasily accessible to persons requiring themto
supportthe smooth running of the ISMS, kept up to date
and subjectto the security and access permissions
commensurate with the sensitivity.

f) Review(1S0:9.1,9.29.3)

The SIRO in conjunction with the executive management
team shouldreview the Board's information security

management systemat plannedintervalsto ensureits
continuing suitability and effectiveness.

Such review will include consideration of:
e Status of actions from previous management reviews.

¢ Changes inexternal and internal issues whichare
relevant.

* Non-conformitiesin the ISMS and
preventative/corrective actions.

e Monitoring and measurement of results.
e Auditresults.

¢ Results of high-level or significant risk assessmentand
risk treatment plans.

e Feed-back frominterested parties incl. patients.

e Significant security incident reports at boardand
national level.

g) Improvement
(1SO:10.1,10.2)(CAF: Al.a)

The outputs of the management review shall include
decisionsrelated to continual improvement,
opportunities and any changes needed to theinformation
security managementsystem.

The Board, acting throughthe CEO, SIRO and senior
management team will react when nonconformity occurs
- over and above anyregularauditand management
review-and takeaction to deal withitincluding change
to theinformation security management system.

The Board recognises the circular nature of the ISMS: to
plan,action, checkandplanagainso asto make continual
improvement.
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5) Organisation of Information Security

Objective

security within the organisation.

To establish a management framework andinitiate and control theimplementation and operation of information

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Information security rolesand
responsibilities (1SO: A.6.1.1)

All information security responsibilities shall be defined
and allocated.

b) Segregation of duties (1S0:A.6.1.2)

Conflicting duties andareas of responsibility shall be
segregated to reduce opportunities for unauthorised or
unintentional modification or misuse of the organisation’s
assets

c) Contactwith authorities (1SO:A.6.1.3)

Appropriate contacts with the authorities shall be
maintained.

d) Contactwith special interestgroups (ISO:
A6.1.4)

Appropriate contacts with special interest groups or other
specialistsecurityforums and professional associations
shall be maintained.

e) Information security in project
management (1SO: A.6.1.5)

Information security shall be addressed in project
management, regardless of the type of the project.

6) Organisation of information security:
mobile devices and teleworking

Objective

To ensurethesecurity of teleworkingand mobile devices.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Mobiledevice & media policy (1S0:A.6.2.1)
(CAF:B3.a)

A policy and supporting security measures and user
behaviourshallbe adopted to manage therisks
introduced by usingmobile devices and storage media.

b) Mobiledevice management (CAF:B3.d)

Mobile devices that hold data are catalogued, controlled
by the organisation and configured according to best
practice forthe platform, with appropriate technical and
proceduralpoliciesin place. Only the minimum amount of
data required is stored onmobile devices.

c) Remote wipe capability (CAF: B3.d)

The organisation can remotely wipe all mobile devi ces of
corporatedataand information. Some data maybe
automatically del eted off mobile devices after a certain
period.

d) Teleworking(1SO:A.6.2.2) (CAF:B3.a)

A policy and supporting measures shall be implemented to
protectinformation accessed, processedor stored at
teleworking sites.
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7) Organisation of information security:
device management

Objective

and data.

To ensureonly trusted devices, networks and services are permitted to access networks, information systems

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Dedicated devices (CAF:B2.b)

Dedicated devices are used for privileged actions (suchas
administration or accessing the essential service's network
and informationsystems). These devices are not used for
directly browsing the web or accessing email.

b) Third party networks anddevices (CAF:
B2.b)

Thereis independent or professional assurance of the
security of third-party networks. Only third-party devices /
networks dedicated to supporting organisational systems
are permitted to connect.

c) Deviceidentity management(CAF:B2.b)

Deviceidentity management, whichis cryptographically
backed, is performed to only allow known devices to
access systems.

d) Devicediscovery and scanning (CAF:B2.b)

Regular discovery scans are performed to detect unknown
devices and investigate any findings.

8) Human Resource Security: prior to
employment

Objective

which they are considered.

To ensurethatemployees and contractors understandtheir responsibilities and are suitable for the roles for

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Screening(ISO:A.7.1.1)

Backgroundverificationchecks on all candidates for
employmentshall be carried outinaccordance with
relevantlaws, regulations andethics andshall be
proportional to the business requirements, the
classification of theinformationto be accessed and the
perceived risks.

b) Terms and conditions of employment (I1SO:
A7.1.2)

The contractual agreements withemployees and
contractors shall state their and the organisation’s
responsibilities for information security.
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9) Human Resource Security: during
employment

Objective

To ensurethatemployees and contractors are aware of andfulfil their information security responsibilities.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Managementresponsibilities (1SO:A.7.2.1)

Managementshall require all employees and contractors
to applyinformationsecurity in accordance with
established policies and procedures of the organisation.

b) Information security awareness, education
andtraining (1SO:A.7.2.2) (CAF:B1.b, B6.b)

All employees of the organisationand, whererelevant,
contractors shall receive appropriate awareness education
andtrainingandregular updatesinorganisational policies
and procedures, as relevant for theirjob function.

Staff securitytraining and awareness activities are
monitored, evaluated and updated at suitable intervals.

Cyber security information andgood practice guidanceis
easilyandwidelyavailable.

c) Reportingincidents (CAF:B6.a)

Staff atalllevels are encouraged to reportincidents, are
positivelyrecognised for bringing cyber securityincidents
andissuesto light, notreprimanded or ignored.

d) Disciplinaryprocess (1SO:A.7.2.3)

Thereshall be a formal and communicated disciplinary
processin placeto take action against employees who
have committed an information security breach.

10) Human Resource Security: termination
and change of employment

Objective

To protectthe organisation’s interests as part of the process of changing or terminating employment.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Terminationor change of employment
responsibilities (1S0: A.7.3.1)

Information security management responsibilities and
duties thatremain valid after terminationor changein
employmentshall be defined, communicated to the
employee or contractorandenforced.

11) Asset Management: responsibility for
assets

Objective

To identifyorganisational assets and define appropriate protection responsibilities.

Sub-control (ISO 27001-CAF-ICORef. no.)

Detail

a) Inventoryofassets(1SO:A.8.1.1)

Assets associated with informationandinformation
processing facilities shall beidentified and aninventory of
theseassets shall be drawn up and maintained.

b) Ownershipofassets(1SO:A.8.1.2)

Assets maintained intheinventoryshallbe owned.

c) Acceptableuseoftheassets (I1SO:A.8.1.3)

Rules for the acceptable use of information and of the
assets associated with information and information
processing facilities shall beidentified, documented and
implemented.
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d) Returnofassets(1SO:A.8.1.4)

All employees and external party users shall return all of
the organisational assets intheir possession upon
termination of their employment, contract oragreement.

12) Asset Management: Information
Classification & Lifecycle

Objective

organisation.

To ensurethatinformationreceives anappropriate | evel of protectionin accordance with itsimportance to the

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Classificationof information (1SO:A.8.2.1)
(CAF: B3.a)

Information shall be classifiedin terms of legal
requirements, value, criticality and sensitivity to
unauthorised disclosure or modification.

b) Labelling of information (1SO: A.8.2.2)

An appropriate set of procedures forinformationlabelling
shall be developed and implemented inaccordance with
the informationclassification scheme to be adopted by
the organisation.

c) Handlingofassets (1SO:A.8.2.3) (CAF:B3.a)

Procedures forhandling assets shall be devel oped and
implemented in accordance with the information
classification scheme adopted by the organisation. User
access to sensitive information is controlled.

d) Information and data lifecycle (CAF:B3.a)

Policies on thelifecycle management of information and
data shall be devel oped from creationthrough retention
and destruction. This will include documentation of
retention times for data categories and evidence of audit
procedures forinformationdestruction.

e) Information assetregister (CAF A3.a)

Key information assets andtheirowners shall beidentified
and documented in anInformation Asset Register (1AR).
Impacton assets needs to beassessed interms of
confidentiality, integrity and availability.

13) Asset Management: Information &
data storage & protection

Objective

To ensurethatinformationanddata storageis managedand protected.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Information and data protection (CAF:
B3.c)

Thereis suitable physical ortechnical means in place to
protect stored data from unauthorised access,
modificationor deletion. Necessary historic or archive
dataissuitably secured in storage.

b) Serviceresilience (CAF:B3.c,D1.b)

Therearesecured backups of data (el ectronicor
hardcopy)thatareavailable to allow service delivery
continuityshouldtheoriginal data notbeavailable.
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14) Asset Management: media handling

Objective Non stated.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Managementof removable media (1SO:
A8.3.1)

Procedures shall be implemented for the management of
removable mediainaccordance with the classification
schemeadopted by the organisation.

b) Disposal of media(1SO:A.8.3.2)

Media shall be disposed of securely when no longer
required, usingformal procedures.

¢) Physical mediatransfer (1SO:A.8.3.3)

Media containing information shall be protected against
unauthorised access, misuse or corruptionduring
transportation.

15) Access control: business requirements
of access control

Objective

systems.

To assure good management and maintenance of identity and access control of networks and information

Sub-control (ISO 27001 Reference no.)

Detail

a) Access control policy (1SO:A.9.1.1) (CAF:
B2.d)

An access control policy shall be established, documented
and reviewed based on the business and information
security requirements.

b) Access to networks and network services
(1SO:A.9.1.2) (CAF:B2.d)

Users shallonly be provided with access to the networks
and network services that they have been specifically
authorised to use with permissions regularlyreviewed. All
accessislogged and monitored.
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16) Access control: user access
management

Objective
To ensure authorised user access andto prevent unauthorised access to systems and services.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

(1S0:A.9.2.6)

a) User registrationandde-registration (ISO: | Aformal user registration, review and de-registration
A9.2.1) (CAF:B2.c) process shall beimplemented to enable assignment of
accessrights.
b) Useraccess provisioning (1S0:A.9.2.2) A formal user access provisioning and review process shall
(CAF:B2.c,B2.d) be implemented to assignor revoke access rights forall
user types to all systems and services.
c) Managementof privilegedaccess rights The allocation anduse of privileged access rights shall be
(1SO:A.9.2.3) (CAFB2.a,B2.c,B2.d) restricted and controlled and limited to the minimum
necessary.
Privileged user access is routinely monitored with sessions
recorded for analysis andinvestigationas required.
d) Deviceaccess management (CAF:B2.c) Privileged accessis onlygranted on devices owned and
managed by the organisation.
e) Managementof secretauthentication The allocation of secret authenticationinformationshall
informationof users (1SO:A.9.2.4) be controlled througha formal management process.
f) Reviewofuseraccessrights (IS0:A.9.2.5) | Assetowners shall review individual users’ access rights to
(CAF: B2.a,B2.c) networks andsystems supporting the essential serviceat
regularintervals.
g) Removal or adjustment of access rights The access rights of all employees and external party users

to theinformation and information processing facilities
shall beremoved upontermination of their employment,
contractor agreement, or adjusted uponchange.

17) Access control: user responsibilities

Objective
To make usersaccountable for safeguarding their authentication information.

Sub-control (ISO 27001-CAF-ICORef. no.)

Detail

a)

Use of secret authentication i nformation
(1ISO:A9.3.1)

Users shallberequired to follow the organisation’s
practicesin the use of the secret authentication
information.
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access control

18) Access control: system and application

Objective

To preventunauthorised access to systems and applications.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

A9.4.1)

a) Information access restriction (1SO:

Access to information and application system functions
shall berestricted in accordance withthe access control

policy.

(CAF: B2.a)

b) Securelog-on procedures (1SO:A.9.4.2)

Whererequired by theaccess control policy, access to
systems and applications shall be controlled by a secure
log-on procedure, utilisingadditional authentication
mechanisms, suchas two-factor or hardware-backed
certificates.

A9.4.3)

c) Password managementsystem (ISO:

Password management systems shall beinteractiveand
shall ensure quality passwords.

A9.4.4)

d) Useofprivileged utility programs (1SO:

The use of utility programs that might be capable of
overriding systems andapplications shallbe restricted.

(1S0:A.9.4.5)

e) Access control to programmesource code

Access to program source codeshall berestricted.

f) Remote access (CAF:B2.a)

Additional authentication mechanisms, such as two-factor
or hardware-backed certificates, are deployedto
individually authenticate and authorise all remote access
to all networks and information systems that support your
essential service.

g) Unauthorisedaccess (CAFB2.d)

Attempts by unauthorised users to connectto systemsare
alerted, promptly assessed andinvestigated where
relevant.

19) Cryptographic controls

Objective

information.

To ensure proper and effective use of cryptography to protect the confidentiality, authenticity and/orintegrity of

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

(1SO:A.10.1)

a) Policyontheuseof cryptographiccontrols

A policy onthe use of cryptographic controls for
protection of information shall be developed and
implemented.

b) Keymanagement(1SO:A.10.2)

A policy ontheuse, protection and lifetime of
cryptographickeys shallbe developedandimplemented
through their whole lifecycle.

PROTECTIVE MARKING: OFFICIAL

19




This Document Has Been Superseded

20) Physical and environmental security:
secure areas

Objective

information processing facilities.

To preventunauthorised physical access, damage andinterference to the organisation’s information and

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Physical securityperimeter (1SO:A.11.1.1)

Security perimeter shall be defined and used to protect
areasthatcontaineithersensitive or critical information
and information processing facilities.

b) Physical entrycontrols (ISO:A.11.1.2)

Secureareasshall be protected by appropriate entry
controlsto ensurethatonly authorised personnel are
allowed access.

c) Securingoffices, roomsandfacilities (1SO:
A11.1.3)

Physical securityfor offices, rooms and facilities shall be
designed and applied.

d) Protectingagainst externaland
environmental threats (1SO: A.11.1.4)

Physical protection against natural disasters, malicious
attack or accidents shall be designed and applied.

e) Workinginsecureareas(1SO:A.11.1.5)

Procedures forworkinginsecure areas shall be designed
andapplied.

f) Deliveryandloadingareas(1SO:A.11.1.6)

Access points suchas deliveryandloadingareas and other
points where unauthorised persons could enter the
premises shall be controlled, and if possible, isolated from
information processing facilities to avoid unauthorised
access.
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21) Physical and environmental security:
equipment

Objective
To preventloss, damage, theft or compromise of assets and interruption to the organisation’s operations.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

A11.2.8)

a) Equipmentsiting and protection (I1SO: Equipmentshall besited and protected to reduce therisks
Al11.2.1) from environmental threats and hazards, and
opportunities for un-authorised access.
b) Supporting utilities (1S0: A.11.2.2) (CAF: Equipmentshall be protected from powerfailures and
A3.a) other disruptions caused by failures in supporting utilities.
c) Cablingsecurity (1S0:A.11.2.3) Power and telecommunications cabling carrying data or
supporting informationservices shallbe protected from
interception, interference or damage.
d) Equipmentmaintenance(1SO:A.11.2.4) Equipmentshall be correctly maintained to ensure its
continuedavailability and integrity.
e) Removal of assets (1S0:A.11.2.5) Equipment, information or software shall not be taken off-
sitewithout priorauthorisation.
f)  Security of equipmentand assets off- Security shall be applied to off-site assets takinginto
premises (ISO:A.11.2.6) accountthedifferentrisks of working outside of the
organisation’s premises.
g) Securedisposalor re-use of equipment All items of equipment containing storage media shall be
(ISO:A.11.2.7 )(CAF B3.e) verified to ensure thatany sensitive dataandlicensed
software has been removed or securely overwritten prior
to disposal or re-use.
h) Unattended user equipment (1SO: Users shallensure that unattended equipment has

appropriate protection.

Clear deskandclear screen policy (1SO:
A11.2.9)

A clear desk policy for papers and removable storage
media and a clearscreen policy for information processing
facilities shall be adopted.

22) Operations security: procedures and
responsibilities

Objective
To preventloss, damage, theft or compromise of assets and interruption to the organisation’s operations.

Sub-control (ISO 27001-CAF-ICORef. no.)

Detail

a) Documented operating procedures (1SO: Operating procedures shallbe documented and made

Al12.1.1) availableto all users who need them.

b) Changemanagement (1SO:A.12.1.2) (CAF: | Changes to the organisation, business processes,

Cl.a) information processing facilities and systems that affect
informationsecurity shall be controlled and the
implications forinformationanddata access considered.
This includes theinstallation of new or updated systems.

c) Capacity management(1SO:A.12.1.3) The use of network resources shall be monitored, tuned

and projections made of future capacity requirements to
ensuretherequired system performance.
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d) Separationof development, testingand
operational environments (1S0: A.12.1.4)

Devel opment, testing, and operational environments shall
be separated to reduce therisks of unauthorised access or
changesto the operationalenvironment.

23) Operations security: protection from
malware

Objective

To ensurethatinformationandinformation processingfacilities are protected against malware.

Sub-control (ISO 27001-CAF-ICORef. no.)

Detail

a) Controlsagainstmalware (1S0:A.12.2.1)
(CAF: B4.c)

Detection, prevention and recovery controls to protect
against malware shall beimplemented, combined with
appropriate userawareness.

b) Threatintelligence (CAFC1.d)

Threatintelligence measures areinplace. New signature
updates and indicators of compromise for allprotective
technologies (e.g. AV, IDS) are deployed within a
reasonable (risk-based) time of receipt.

24) Operations security: back up

Objective
To protectagainstloss of dataand enable service rec

overy.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

ICOD.1)

a) Information back-up (1SO:A.12.3.1) (CAF Backup copies of information, software and system images
B3.c,B5c,D1.b;1COD.1) shall betaken andtested regularly inaccordance with an
agreed backup policy.
b) Information recovery and restoration (CAF | Backupsaresecured atcentrally accessible or secondary
B5.c,D1.b;1CO D.1)) sites to enable disaster recover from an extreme event.
c) Operationalrecovery roles (CAF:B5.c, D1b; | Keyroles areduplicated and operational delivery

knowledgeis shared with allindividuals involvedin the
operations and recovery of the essentialservice

25) Operations security: logging and
monitoring

Objective
To record events andgenerate evidence.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Eventlogging (1SO:A.12.4.1) (CAF:B2.c, Event logs recording user activities, exceptions, faults, and
B2.d) informationsecurity events shall be produced, keptand
regularly reviewed.
b) Protectionofloginformation (1SO: Logging facilities and log information shall be protected
A.12.4.2) (CAF:Cl1.b;;ICOC.1) againsttampering and unauthorised access.
All actionsinvolving all loggingdata (e.g. copying, deleting
or modification, or even viewing) can betraced back to a
uniqueuser.
¢) Administrator and operatorlogs (ISO: System administratorand system operatoractivities shall

be logged and the logs protected andregularly reviewed.

A.12.4.3) (CAF: B2.c)
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d) Access tologs (CAFC1.b)

Access to logging datais limited to those with business
need and no others.

Legitimatereasons for accessing logging dataaregivenin
use policies and users aretrainedon this.

e) Clocksynchronisation(1SO:A.12.4.4)

The clocks of all relevantinformation processing systems
within anorganisation or security domain shall be
synchronised to a single reference time source.

26) Operations security: control of
operational software

Objective
To ensuretheintegrity of the operational systems.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

Installation of software on operational
systems (I1SO:A.12.5.1) (CAF:B4.b)

a)

Procedures shall beimplemented to control the
installation of software on operational systems.

b) Software configuration (CAF:B4.b)

Standard users cannot change software settings that
would impact security or business operation.

27) Operations security: technical
vulnerability management

Objective

To prevent the exploitation of technical vulnerabilities.

Sub-control (ISO 27001-CAF-ICORef. no.)

Detail

a) Management of technical vulnerabilities
(1SO:A.12.6.1; CAF:B4.d)

Knowledge about the technical vulnerabilities of
information systems being used shall be obtainedina
timely fashion, or the organisation’s exposure to such
vulnerabilities evaluated and appropriate measures taken
to address the associated risk.

NoTe: PSAP requires adoption of the National Cyber
Security Centre’s Active Cyber Defence (ACD) Programme.

b) Systems and software vulnerability
remediation. (CAF:B4.d;1CO B.4)

Vulnerabilities for all software packages, network
equipmentand operating systems are tracked, prioritised
and mitigated (e.g. by patching) promptly. Where
practicable only supported software, firmwareand
hardwareinnetworks andinformation systems shall be
employed.

NoTe: Cyber Essentials & PSAP require software up to
date, licensedandsupported, removed from devices when
no longer supported, criticalor high risk vulnerabilities
patched within14 days of anupdate being released.

Restrictions on softwareinstallation (1SO:
A.12.6.2;B4.b)

c)

Rules governing the installation of software by users shall
be establishedandimplemented.

d) Securitytesting andaudit (CAF: B4.d)

The vulnerabilities of the networks andinformation
systems that supportyouressential service areregularly
tested (atleastannually) and verified through third-party
auditsand penetrationtesting.
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28) Operations security: incident
identification procedures

Objective
To identifysecurity events that mightimpact service delivery.
Sub-control (ISO 27001-CAF-ICO Ref. no.) Detail
a) User behaviour monitoring (CAF:Cl.a;; User activity is monitoredin relationto essential services
IcOC.1) and personal data processing. Policyviolations can be

detected againstan agreed list of suspicious or
undesirable behaviour.

b) Information and dataaccess (CAF:C1.a;; Information and data monitoringcanreliably detect

1COC.1) security incidents.
c) Internalsystems (CAF:C1.a) Monitoring coverageincludes internal and host-based
monitoring.
d) Boundary monitoring(CAF:C1.a) End point protectionand network perimeter monitoring is

inplaceandis capable of incident detection.

e) Alertmanagement(CAF:Cl.c;;ICOC.1) The monitoring systems in place have the capacityto
distinguish alterations relating to networks, malware, data
with associated incident management procedures.
Genuinesecurity incidents canbe distinguished from false
alarms.

f) Staffresources (CAFCl.e,D1.b) Designated staff responsible for investigatingand
reporting monitoring alerts arein place with the necessary
authority, skills and tools to identify, prioritise, determine
actionresponses andinvestigateincidents.

g) Abnormalsystem behaviour (CAF:C2.a, Normal system communications and data fl ows activity

C2b;1COC.1) areknown, defined andrecordedto permitabnormalities
insystem behaviourto be identified and used to detect
malicious activity. Routine searches for suchabnormalities
are performed for alert generation.

29) Operations security: information
systems audit considerations

Objective
To prevent the exploitation of technical vulnerabilities.
Sub-control (ISO 27001-CAF-ICO Ref. no.) Detail
a) Information systems auditcontrols (1SO: Auditrequirements andactivities involving verification of
A12.7.1) operational systems shall be carefully planned and agreed

to minimise disruptions to business processes.
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30) Communications security: network
security management

Objective

To ensurethe protectionof information innetworks andits supporting information processing facilities.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Network controls (1SO:A.13.1.1) (B4.c)

Networks shall be managed and controlledto protect
informationin systems andapplications.

Systems and devices supporting the delivery of the
essential service are only administered or maintained by
authorised privileged users from dedicated devices that
aretechnically segregated and secured to the samelevel
as the networks and systems being maintained.

b) Security of networkservices (1SO: A.13.1.2)

Security mechanisms, service levels, and management
requirements of all network services shall beidentified
andincludedin the network services agreements, whether
theseservices are provided in-house or outsourced.

¢) Endpointprotectionand network
monitoring. (CAF:Cl.a;;I1COC.1)

Networks are monitored inorder to detect potential
security incidents that could affect the organisation’s
operations and delivery of essential services.

d) Network security reviews (CAF: B4.c)

Thereareregularreviews and updates to technical
knowledge about networks andinformation systems, such
as documentation and networkdiagrams, and theseare
securely stored.

e) Segregationinnetworks (1S0:A.13.1.3)
(CAF:B4.a)

Groups of informationservices, data, users and
informationsystems shall be segregated on networks into
discretesecurityzones.

f) Networkresilience (CAF:B5.b)

Operationalsystems are segregated from other business
and external systems by appropriate technical and
physical means.

Internetservices, such as browsing and email, are not
accessible from essential service operational systems.
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31) Information & data transfer

Objective
To maintain the security of information and data transferred, withinan organisation and withanyexternal entity.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a)

Information transfer policies and
procedures (1SO:A.13.2.1) (CAF: B3.b)

Formal transfer policies, procedures andcontrolsshallbe
in placeto protect the transfer of informationthrough the
useof all types of communicationfacilities.

This includes appropriate physical ortechnical means to
protectdata thattravels overan untrusted carrier

b)

Information & data flows (CAF: B3.d, B4a)

Information and data flows have been mapped; the
associated network links have been identified and
appropriate protectionisinplace.

c)

Agreement on informationtransfers 91SO:
A13.2.2)

Agreements shall address the secure transfer of business
information between the organisationand external
parties.

d)

Electronicmessaging (150:A.13.2.3)

Information involvedin electronic messaging shall be
appropriately protected.

NoTEe: PSAP requires adoption of the National Cyber
Security Centre’s Active Cyber Defence (ACD) Programme

e)

Confidentiality or non-disclosure
agreements (1SO:A.13.2.4)

Requirements for confidentiality or non-disclosure
agreements reflecting the organisation’s needs for the
protection of information shall beidentified, regularly
reviewed and documented.

32) System acquisition, development and
maintenance: security requirements of
information systems

Objective
To ensurethatinformationsecurity is anintegral part of information systems across the entire lifecycle. This also
includes the requirements for information systems which provide services over public networks.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

(1S0:A.14.1.3)

a) Information security requirements analysis | The informationsecurity related requirements shall be
and specification (1S0: A.14.1.1) included in the requirements for new information systems
or enhancements to existing information systems.
b) Securingapplication services on public Information involvedin application services passing over
networks (ISO:A.14.1.2) public networks shall be protected from fraudulent
activity, contract dispute and unauthorised disclosureand
modification.
c) Protecting application service transactions | Information involvedin application service transactions

shall be protected to preventincomplete transmission,
mis-routing, unauthorised message alteration,
unauthorised disclosure, unauthorised message
duplication or replay.
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33) System acquisition, development and
maintenance: security in development &
support processes

Objective
To ensurethatinformationsecurity is designed andimplemented withinthe development lifecycle of information
systems.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Securedesignanddevelopmentpolicy Rules for the development andsecure configuration of
(1SO:A.14.2.1) (CAF:B4.a, B4.b) softwareand systems shallbe established and applied to
developments withinthe organisation.
b) Systemchangecontrol procedures (1SO: Changes to systems within the devel opment lifecycle shall
A.14.2.2) (B4.b) be controlled by the use of formal change control
procedures and documented.
c) Restriction on changes to software Modifications to software packages shall be discouraged,
packages (ISO:A.14.2.4) (CAF:B4.b) limited to necessary changes andall changes shall be
strictlycontrolled.
d) Securesystemengineering principles (1SO: | Principles for engineering secure systems shall be
A.14.2.5) (CAF:B4.b) established, documented, maintained andapplied to any
informationsystemimplementation efforts. All platforms
conformto a secure baseline build s pecification.
e) Securedevelopmentenvironment (1SO: Organisations shall establish and appropriately protect
A.14.2.6) (CAF:B4.a) secure development environments for system
developmentand integration efforts that covertheentire
system development life cycle
f) Outsourced development (1SO:A.14.2.7) The organisation shall supervise and monitor the activity
of outsourced system devel opment.
g) Systemsecurity testing (1SO:A.14.2.8) Testing of security functionality shall be carried out during
development.
h) Systemacceptancetesting (ISO:A.14.2.9) | Acceptancetestingprogramsand related criteriashall be

established fornew informationsystems, upgrades and
new versions.

34) System acquisition, development and
maintenance: test data

Objective
To ensurethe protectionof data used for testing.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a)

Protectionoftestdata(1SO:A.14.3.1)

Testdata shall be selected carefully, protected and
controlled.
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35) Supplier relationships: information
security in supplierrelationships

Objective

To ensure protection of the organisation’s assets thatis accessible by suppliers.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Information security policyfor supplier
relationships (1SO: A.15.1.1) (CAF: A4.a)

Information security requirements for mitigating the risks
associated with supplier’s access to the organisation’s
assetsshall beagreed with the supplier and documented.

b) Addressing security within supplier
agreements (1SO:A.15.1.2) (CAF: A4.a,
B3,e)

All relevantinformation security requirements shall be
established and agreed with eachsupplier that may
access, process, store, communicate, or provide ICT
infrastructure components for, the organisation’s
information. This shall include sanitisation of third-party
storage media.

c) Information and communications
technologysupplierchain(1SO: A.15.1.3)
(CAF: Ad.a)

Agreements with suppliers shall include assurance
procedures and requirements to address the information
security risks associated with informationand
communications technologyservices across the product
supply chain, to include sub-contractors.

Data and information flows withappropriate encryption
shall be mapped anddocumented with associated risk
assessments.

NoTEe: PSAP requires adoption of the Supply ChainSecurity
guidance.

36) Supplier relationships: supplier service
delivery management

Objective

To maintain an agreed level of security and service deliveryinline with supplier agreements.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Monitoring andreview of supplierservices
(ISO:A.15.2.1) (CAF:Ad.a)

Organisations shall regularly monitor, review and audit
supplier service deliveryandassociated security
provisions.

b) Managingchanges to supplier services
(1SO: A.15.2.2) (CAF: Ad.a)

Changes to the provision of services by suppliers, i ncluding
maintaining andimprovingexisting information security
policies, procedures and controls, shall be managed,
taking account of the criticality of business information,
systems and processes involved andre-assessment of
risks.
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37) Information security incident
response, management and improvement

Objective

To ensurea consistentand effective approach to the management of information security incidents,
including communications on security events and weaknesses.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Responsibilities and procedures (1SO:
A.16.1.1) (CAF:B6.a,D1.a)

Managementroles, responsibilities and procedures
shall be established, communicated and
documented in anincidentresponse planto ensure
quick, effectiveandorderly response to information
security incidents. The plan shall incorporate supply
chainandthird-party service response actions.

b) Reportinginformationsecurity incidents
(I1SO:A.16.1.2; CAF:B6.a)

Information security events shall be reported
through appropriate managementchannelsas
quicklyas possible and staff members are
encouraged to reportincidents.

Incidents shouldbereported following the Scottish
Health Competent Authority process.

c) Reportinginformationsecurity weaknesses
(ISO:A.16.1.3;CAF:B6.a)

Employees and contractors using the organisation’s
informationsystems and services shall berequired
to noteand reportanyobserved or suspected
information security weaknesses in systems or
services.

d) Assessmentof anddecision on information
security events (I1SO:A.16.1.4)

Information security events shall be assessed and it
shallbedecided ifthey areto be classified as
informationsecurity incidents.

e) Responsetoinformation securityincidents
(1SO:A.16.1.5; CAF: D1.b)

Information security incidents shallbe responded to
inaccordance with documented procedures.

f) Learningfrominformationsecurity
incidents (1S0: A.16.1.6; CAF:C1.d;1CO
D.2)

Knowledge gained from analysing and resolving
informationsecurity incidents shall be used to
reducethelikelihood orimpact of futureincidents
and shared with the security community.

Note: PSAP requires Scottish public bodies thatare
responsible for managing their own networks to
become active participants inthe Cyber Security
Information SharingPartnership (CiSP).

g) Collection of evidence (1S0:A.16.1.7)

The organisation shall defineandapply procedures
for theidentification, collection, acquisitionand
preservationof information which can serve as
evidence.
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38) Information security aspects of
business continuity management:
information security continuity

Objective

systems.

Information security continuity shall be embedded inthe organisation’s business continuity management

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Planninginformation security continuity
(ISO:A.17.1.1) (CAF:B5.a, B6.a)

The organisation shall determineits requirements for
information security and the continuity of information
security managementin adverse conditions, e.g. duringa
crisis or disaster.

Staff across the organisation participatein cyber security
planning activities and improvements, building joint
ownership and bringing knowledge of their area of
expertise

b) Implementinginformationsecurity
continuity (1SO:A.17.1.2) (CAF:B5.a,D1.b)

The organisation shall establish, document, implement
and maintain processes, procedures and controls to
ensuretherequired level of continuity for information
security during an adverse situation.

¢) Information and datatransferresilience
(CAF: B3.b)

The organisation shall have alternative networks,
communicationbearers and transmission paths to
mitigatetherisk of service disruption.

d) Verify, reviewandevaluateinformation
security continuity (1S0: A.17.1.3) (CAF:
B5.a,B5.b,D1.c)

The organisation shall test and verify the established and
implemented informationsecurity continuity controls at
regularintervalsin order to ensurethatthey arevalidand
effective during adverse situations.

Exercisescenarios are composed, documented, regularly
reviewed, and validated. Findings are documented and
used to refineincident response plans and protective
security, inline with thelessons learned.

e) Lessonslearned (ISO:A.17.1.3;CAF:D2a,
D2.b)

Post-incidentinvestigations shall include a root cause
analysis to ensure appropriate remediating action is taken
to protectagainst futureincidents and improve security
measures.

Security improvements identified shallbe prioritised, with
the highest priority improvements completed in a timely
manner.
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39) Information security aspects of
business continuity management:
redundancy & resilience

Objective

To ensure availability of information processing facilities.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Availability of information processing
facilities (1S0:A.17.2.1) (CAF:B5.b, D1.b))

Information processing facilities shall be implemented
with redundancy sufficient to meet availability
requirements.

b) Resilient connectivity (CAF:B5.b)

Resource limitations on bandwidth have been identified
and mitigated.

Systems co-dependency have been identified and
mitigated.

Network connectivity has alternative bearers, physical

paths andservice providers with no common single point
of failure.

40) Compliance: compliance with legal
and contractual requirements

Objective

any security requirements.

To avoidbreaches of legal, statutory, regulatoryor contractual obligations related to information security and or

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) ldentification of applicable |l egislationand
contractual requirements (1ISO: A.18.1.1)

All relevant | egislative statutory, regulatory, contractual
requirements and the organisation’s approach to meet
these requirements shall be explicitlyidentified,
documented and kept up to date for each information
systemand the organisation.

b) Intellectual property rights (1SO: A.18.1.2)

Appropriate procedures shall beimplemented to ensure
compliance with legislative, regulatory and contractual
requirements related to intellectual property rights and
use of proprietarysoftware products.

c) Protectionofrecords (ISO:A.18.1.3)

Records shall be protected from loss, destruction,
falsification, unauthorised access and unauthorised
release, inaccordance withlegislation, regulatory,
contractual or business requirements.

d) Privacyandidentification of personally
identifiableinformation (1SO:A.18.1.4)

Privacyand protection of personally identifiable
informationshallbe ensured as requiredin relevant
legislation and regulation where applicable.

e) Regulation of cryptographic controls (1SO:
A.18.1.5)

Cryptographic controls shall be usedin compliance with all
relevant agreements, legislationandregulations.
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41) Compliance: information security
reviews

Objective

The Board shall conduct audits at planned intervals to ensure thatinformation securityis implemented and
operated in accordance withthe organisational policies and procedures.

Sub-control (ISO 27001-CAF-ICO Ref. no.)

Detail

a) Independentreview of information
security (1S0:A.18.2.1)

The organisation’s approach to managing information
security and itsimplementation (i.e. control objectives,
controls, policies, processes and procedures for
informationsecurity) shall be reviewed independently at
plannedintervals or when significant changes occur.

b) Compliance with security policiesand
standards (1SO:A.18.2.2)

Managers shall regularlyreview the compliance of
information processing and procedures within their area
of responsibility with the appropriate security policies,
standards and any other security requirements.

c) Technical compliancereview (1SO:
A.18.2.3)

Information systems shall be independentlyreviewed at
anagreed frequency for compliance with the
organisation’s information security policies and standards.
The auditshall be conducted to a defined scopeand
criteriaandshall becarried outby persons thatare
qualified, objective and impartial.

d) Performanceevaluation

Thereshall beroutine evaluations of theinformation
security performance and the effectiveness of the
informationsecurity management system.

This shallinclude the appropriateness of monitoring
security processes, controls efficacy and analysis of
incidents. The methodologyshallbe documented to
enablea trend analysis through comparableand
reproducible results.

The results shall be communicated to the SIRO and other
appropriate senior management.

e) Assurance (CAFA2.b)

The security measures thatareinplaceto protect the
networks andinformation systems shall be regularly
validated by anindependent third party through
appropriate assurance methods to ensure remain effective
for thelifetime over whichthey are needed.

Security deficiencies uncovered by assurance activities are
assessed, prioritised and remedied when necessaryin a
timely and effective way.

The methods used forassurancearereviewed to ensure
they areworking asintended and remain the most
appropriate method to use.
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Annex 1: NHSS ISPF Controls Mapping to CRF

NHSS ISPF 2018

Cyber Resilience
Framework (CRF)

1) Governance

a) Leadership& commitment(1SO:5.1a) (CAF:Ala) 1.1

b) Policy & Direction (1SO:5.1,5.2) (CAF: Alc) 1.1

c) Operationalperformance(1SO:5.1) 1.2

d) Resources(1S0O:5.1) 1.2

e) Communication (ISO:5.1) 1.1

f) Roles & responsibilities (1SO:5.1) (CAF: Alb) 1,1.1.2,6.2

2) Risk Management

a) Risk managementprocess (CAF:A2.a) 2.1,2.4
b) Riskassessments (CAFA2.a) 2.2

c) Risktreatment(1SO:A.6.1.3) (CAF:Al.c)(ICO:A2) 2.3

d) Communication (CAFA2.a) 1.2

3) Information Security Policy

a) Policiesforinformation security (ISO:A.5.1.1) (CAF:B1.a)

1.1,1.2,2.1,5.1

b) Reviewofthe policies forinformationsecurity(1SO:A.5.1.2) (CAF:B1.a, B1.b) 51
c) Policyintegration (1SO:4.1)(CAF:B1.b) 51
4) Information Security Management System
a) Scope(1S0O:4.3) 5.1
b) Planning(1SO:6.1.1) 2.2
c) Resources(1SO:5.1¢;7.1) 1.2
d) Staffawarenessandcommunications (1SO:7.4) 1.1,1.2,6.2,6.3,16.3
e) Documentation(1S0:7.5) 5.1,5.2,83
f) Review(1S0:9.1,9.29.3) 1.5,5.1,13.9
g) Improvement(1S0O:10.1,10.2) (CAF:Al.a) 1.5,16.4
5) Organisation of Information Security
a) Information security roles andresponsibilities (1SO: A.6.1.1) 1.2,3.2,6.2
b) Segregation of duties (1SO:A.6.1.2) 6.2
c) Contactwithauthorities (1SO:A.6.1.3) 16.2
d) Contactwith specialinterestgroups (ISO:A.6.1.4) 16.2
e) Information security in project management (1SO:A.6.1.5) 5.1
6) Organisation ofinformation security: mobile devices and teleworking
a) Mobiledevice & mediapolicy (ISO:A.6.2.1)(CAF:B3.a) 9.1,9.2
b) Mobiledevice management (CAF:B3.d) 9.2
c) Remote wipe capability (CAF: B3.d) 9.4
d) Teleworking(1SO:A.6.2.2) (CAF:B3.a) 6.5
7) Organisation ofinformation security: device management
a) Dedicated devices (CAF:B2.b) 83,84
b) Third party networks anddevices (CAF: B2.b) 15,3.3,84
c) Deviceidentity management (CAF:B2.b) 9.2
d) Devicediscovery and scanning (CAF:B2.b) 134
8) Human Resource Security: prior to employment
a) Screening(ISO:A.7.1.1) 6.1
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b) Terms and conditions of employment (1SO:A.7.1.2) | 6.1
9) Human Resource Security: duringemployment

a) Managementresponsibilities (1S0:A.7.2.1) 1.2

b) Information security awareness, educationandtraining (ISO: A.7.2.2) (CAF:B1.b, 1.2,6.3,16.3

B6.b)

c) Reportingincidents (CAF:B6.a) 16.2

d) Disciplinaryprocess (1SO:A.7.2.3) 6.2,6.3
10) Human Resource Security: termination and change ofemployment

a) Terminationor change of employmentresponsibilities (ISO: A.7.3.1) 6.2,8.1
11) Asset Management: responsibility for assets

a) Inventoryof assets (ISO:A.8.1.1) 1.4

b) Ownershipofassets (ISO:A.8.1.2) 1.4

c) Acceptableuseoftheassets(1SO:A.8.1.3) 5.1,6.2,6.3

d) Returnofassets(1SO:A.8.1.4) 6.2
12) Asset Management: Information Classification & Lifecycle

a) Classificationofinformation (1SO:A.8.2.1) (CAF: B3.a) 5.4

b) Labelling of information (I1SO:A.8.2.2) 5.4

¢) Handlingofassets (1SO:A.8.2.3) (CAF:B3.a) 5.4

d) Informationand datalifecycle (CAF:B3.a) 5.2

e) Information assetregister (CAFA3.a) 55
13) Asset Management: Information & data storage & protection

a) Information and data protection (CAF:B3.c) 17.1

b) Serviceresilience (CAF:B3.c,D1.b) 17.2,17.3
14) Asset Management: media handling

a) Managementof removable media (1SO:A.8.3.1) 5.2,9.2

b) Disposal of media(1SO:A.8.3.2) 9.1

c) Physical mediatransfer(1SO:A.8.3.3) 9.2
15) Access control: business requirements of access control

a) Access control policy (1ISO:A.9.1.1) (CAF:B2.d) 8.1

b) Access to networks and network services (1SO: A.9.1.2) (CAF:B2.d)

8.2,12.1,13.9

16) Access control: user access management

a) User registrationandde-registration (ISO: A.9.2.1) (CAF: B2.c) 8.1

b) Useraccessprovisioning (1S0:A.9.2.2) (CAF:B2.c, B2.d) 8.1

c) Managementof privilegedaccess rights (1SO: A.9.2.3) (CAF B2.a, B2.c,B2.d) 8.3,8.4,14.7
d) Deviceaccess management (CAF:B2.c) 8.3,14.2

e) Management of secretauthentication information of users (1SO: A.9.2.4) 8.3

f) Reviewofuseraccessrights (ISO:A.9.2.5) (CAF:B2.a,B2.c)

3.3,8.1,8.3,84,12.1,
14.7

g) Removal or adjustment of access rights (1S0:A.9.2.6)

33,6.2,8.1,83,84,121

17) Access control: user responsibilities

a) Useofsecretauthentication information (1S0:A.9.3.1) 6.2
18) Access control: systemand applicationaccess control
a) Information access restriction(1SO:A.9.4.1) 5.1,8.1
b) Securelog-on procedures (1SO:A.9.4.2)(CAF:B2.a) 8.2,8.3,84
c) Password managementsystem (ISO:A.9.4.3) 8.1,12.1
d) Useof privileged utility programs (ISO:A.9.4.4) 8.3
e) Access control to programmesource code (ISO: A.9.4.5) 8.3
f) Remote access (CAF:B2.a) 3.3,5.1
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g) Unauthorisedaccess (CAFB2.d) | 8.2
19) Cryptographic controls
a) Policy ontheuse of cryptographic controls(ISO: A.10.1) 9.3
b) Keymanagement(ISO:A.10.2) 9.3
20) Physicaland environmental security:secure areas
a) Physical securityperimeter (1SO:A.11.1.1) 11.1
b) Physical entrycontrols (ISO:A.11.1.2) 11.1,11.2
c) Securingoffices, roomsandfacilities (1S0: A.11.1.3) 11.1,11.2
d) Protecting against externalandenvironmental threats (1S0: A.11.1.4) 10.1,10.2
e) Workinginsecureareas(1SO:A.11.1.5) 11.2
f) Deliveryandloadingareas (1SO:A.11.1.6) 111
21) Physicaland environmental security:equipment
a) Equipmentsiting and protection (1SO:A.11.2.1) 11.1
b) Supporting utilities (1S0: A.11.2.2) (CAF:A3.a) 43,7.1,11.2
c) Cablingsecurity (ISO:A.11.2.3) 43
d) Equipmentmaintenance(1SO:A.11.2.4) 4.3
e) Removal of assets (1ISO:A.11.2.5) 4.2
f)  Security of equipmentand assets off-premises (1SO: A.11.2.6) 4.2,6.5
g) Securedisposalor re-useof equipment (ISO:A.11.2.7 )(CAF B3.e) 4.1,9.1,9.2
h) Unattended user equipment (ISO:A.11.2.8) 6.2,6.3
i) Cleardeskandclear screen policy (1SO:A.11.2.9) 6.2,6.3
22) Operations security: procedures and responsibilities
a) Documented operating procedures (1SO:A.12.1.1) 51
b) Changemanagement (ISO:A.12.1.2) (CAF:C1.a) 12.1,12.3
c) Capacity management(I1SO:A.12.1.3) 12.1
d) Separationof development, testing and operational environments (ISO:A.12.1.4) | 7.1,14.4
23) Operations security: protection from malware
a) Controlsagainst malware (1SO:A.12.2.1) (CAF: B4 .c) 42,131,141

b) Threatintelligence (CAFC1.d)

42,141,151

24) Operations security: back up

a) Information back-up (1ISO:A.12.3.1) (CAFB3.c, B5¢,D1.b;ICO D.1) 17.2
b) Information recovery and restoration (CAF B5.c, D1.b;1COD.1)) 17.1,17.3,17.4
c) Operationalrecovery roles (CAF:B5.c,D1b;1COD.1) 17.3,17.6

25) Operations security: loggingand monitoring

a) Eventlogging (ISO:A.12.4.1) (CAF:B2.c, B2.d) 8.3,13.1,13.9
b) Protectionofloginformation (1SO:A.12.4.2) (CAF:C1.b;;1CO C.1) 13.9
c) Administrator and operatorlogs (1SO:A.12.4.3) (CAF: B2.c) 8.3,8.4
d) Access tologs(CAFC1.b) 8.3
e) Clocksynchronisation(1SO:A.12.4.4) 15.2
26) Operations security: control of operational software
a) Installation of software on operational systems (1SO: A.12.5.1) (CAF:B4.b) 4.2
b) Software configuration (CAF:B4.b) 121
27) Operations security: technical vulnerability management
a) Management of technical vulnerabilities (1SO: A.12.6.1; CAF: B4.d) 134

b) Systems and software vulnerabilityremediation. (CAF: B4.d;1CO B.4)

4.2,13.1,13.2,13.3,134,
13.6

c) Restrictions on softwareinstallation (1SO:A.12.6.2;B4.b)

121

d) Securitytesting andaudit (CAF: B4.d)

12.4
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28) Operations security: incident identification procedures

a) User behaviour monitoring (CAF:C1.a;;1CO C.1) 13.9
b) Information and dataaccess (CAF:C1.a;;1CO C.1) 13.1,13.2
c) Internalsystems (CAF:C1.a) 13.2
d) Boundary monitoring(CAF:C1.a) 13.2,14.6
e) Alertmanagement(CAF:Cl.c;;ICOC.1) 13.1,13.2
f) Staffresources(CAFCl.e,D1.b) 13.2,13.5,16.3
g) Abnormalsystem behaviour (CAF:C2.a,C2b;1COC.1) 13.5,15.1,15.2
29) Operations security: informationsystems audit considerations
a) Information systems auditcontrols (1S0:A.12.7.1) 15
30) Communications security: network security management
a) Network controls (1SO:A.13.1.1) (B4.c) 14.2
b) Security of networkservices (IS0:A.13.1.2) 3.1
¢) End pointprotectionand networkmonitoring. (CAF:C1.a;;1CO C.1) 15.2
d) Network security reviews (CAF: B4.c) 12.1
e) Segregationinnetworks (1SO:A.13.1.3) (CAF:B4.a) 7.1,8.3,12.2,14.2,14.4,
14.5
f) Networkresilience (CAF:B5.b) 7.1,12.2
31) Information & data transfer
a) Information transfer policies and procedures (ISO: A.13.2.1) (CAF: B3.b) 5.6
b) Information & data flows (CAF: B3.d) 5.3,5.6,12.2
c) Agreement oninformationtransfers9ISO:A.13.2.2) 5.6
d) Electronicmessaging (1S0:A.13.2.3) 13.2
e) Confidentialityor non-disclosure agreements (1S0:A.13.2.4) 3.1

32) Systemacquisition, development and maintenance: security requirements of

information systems

a) Information security requirements analysis and specification (1ISO: A.14.1.1)

12.2

b) Securingapplication services on publicnetworks (ISO:A.14.1.2)

12.2,12.4,13.3

c) Protecting application service transactions (1S0: A.14.1.3) 5.6,12.2
33) Systemacquisition, development and maintenance: security in development & support processes
a) Securedesignanddevelopment policy(ISO:A.14.2.1) (CAF: B4.a, B4.b) 12.1,12.2
b) Systemchangecontrol procedures (1SO:A.14.2.2) (B4.b) 12.3
c) Restriction on changes to software packages (1S0:A.14.2.4) (CAF:B4.b) 124
d) Securesystemengineering principles (1SO:A.14.2.5) (CAF:B4.b) 12.1,12.2
e) Securedevelopmentenvironment (ISO: A.14.2.6) (CAF:B4.a) 12.2
f) Outsourced development (I1SO:A.14.2.7) 12.2
g) Systemsecurity testing (1S0:A.14.2.8) 124
h) Systemacceptancetesting (1IS0:A.14.2.9) 124
34) Systemacquisition, development and maintenance: test data
a) Protectionoftestdata(1SO:A.14.3.1) | 12.4
35) Supplier relationships: information security in supplier relationships
a) Information security policyfor supplier relationships (1SO: A.15.1.1) (CAF: Ad.a) 15,33
b) Addressingsecurity within supplieragreements (1SO: A.15.1.2) (CAF: A4.a, B3,e) 15,3.1,3.2
¢) Information and communications technology supplier chain (1SO: A.15.1.3) (CAF: 3.1,33,34
Ad.a)
36) Supplier relationships: supplier service delivery management
a) Monitoringandreview of supplierservices (1SO: A.15.2.1) (CAF: Ad.a) 31,34
b) Managingchangesto supplier services (ISO: A.15.2.2) (CAF: A4.a) 3.1
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37) Information security incident response, management and improvement

a) Responsibilitiesand procedures (1ISO: A.16.1.1) (CAF: B6.a,D1.a) 16.1
b) Reportinginformationsecurity incidents (1SO:A.16.1.2; CAF: B6.a) 16.2
c) Reportinginformationsecurity weaknesses (1SO: A.16.1.3; CAF:B6.a) 16.2
d) Assessmentofanddecision oninformation security events (1SO: A.16.1.4) 16.1
e) Responsetoinformation securityincidents (1SO: A.16.1.5; CAF: D1.b) 16.1,16.2
f) Learningfrominformationsecurityincidents (1ISO: A.16.1.6; CAF:C1.d;1CO D.2) 16.4
g) Collection of evidence (1SO:A.16.1.7) 16.1

38) Information security aspects of business continuity management: information security continuity

Sub-control (ISO 27001-CAF-ICO Ref. no.)

a) Planninginformation security continuity (1ISO: A.17.1.1) (CAF: B5.a, B6.a) 16.3,17.6
b) Implementinginformationsecurity continuity (1SO: A.17.1.2) (CAF: B5.a,D1.b) 17.1,17.2,17.3,17.4
c) Information and datatransferresilience (CAF:B3.b) 7.1,17.3
d) Verify, review andevaluate information security continuity (1S0: A.17.1.3) (CAF: 17.3
B5.a,B5.b, D1.c)
e) Lessonslearned (ISO:A.17.1.3;CAF:D2a,D2.b) 16.4

39) Information security aspects of business continuity management: redundancy & resilience

a) Availability of information processing facilities (ISO: A.17.2.1) (CAF: B5.b, D1.b)) 17.6
b) Resilientconnectivity (CAF: B5.b) 7.1,17.6
40) Compliance: compliance with legal and contractual requirements
a) ldentification of applicablelegislationand contractual requirements (1SO: 51
A.18.1.1)
b) Intellectual property rights (1ISO:A.18.1.2) 5.1
c) Protectionofrecords (ISO:A.18.1.3) 5.1,5.2
d) Privacyandidentification of personally identifiable information (15S0: A.18.1.4) 52,175
e) Regulation of cryptographic controls (1SO: A.18.1.5) 9.3
41) Compliance: information security reviews
a) Independent review of information security (1SO: A.18.2.1) 15,149
b) Compliance with security policies and standards (1SO: A.18.2.2) 5.1
c) Technical compliancereview (1SO:A.18.2.3) 1.3,1.5,14.9
d) Performance evaluation 5.1,16.4
e) Assurance (CAFA2.b) 13,15
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